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5 d i 1 mark each: 4 | Benefit is to artist and
e.g. programmer — not user.
+ Authors can earn money
s ...by selling for a fee // using licences to stop unauthorised use Mark the answer as a whole.
* No-one can see the code
+ ...users cannot edit'change the software // by example inserting malware Do not award reference to
* _._soitcannot be copied/resold/shared ownership/copyright because
= More control over intellectual property // by example e.g. restrict users, restrict both allow copyright of the
what can be done with the software without permission code/program.
5 d ii | 1 mark for point, 1 for expansion: 2 | Benefit to users not artist
e.g. and programmer
+ Users can view/edit the (source) code // Users can edit the program/software
+ __totailoriimprove/adapt it to do what they need/want
s .50 ermors can be fixed (by anyone)
* ..users can learn how the software works
* Freely accessible
+ ...do not have to pay
* ...can redistribute ...
+ . . with changes
6 Mark Band 3-High Level 8 | The following is indicative of
{6-8 marks) AO?2 | possible factors/evidence
The candidate demonstrates a thorough knowledge and understanding of a wide range of | 415 | that candidates may refer to
considerations in relation to the guestion; the material is generally accurate and detailed. 4) but is not prescriptive or
The candidate is able to apply their knowledge and understanding directly and AO2 | exhaustive:
consistently to the context provided. Evidence/examples will be explicitly relevant to the 1b Indicative Content:

explanation.

The candidate is able to weigh up both sides of the discussion and includes reference to
the impact on all areas showing thorough recognition of influencing factors.

There is a well-developed line of reasoning which is clear and logically structured. The
information presented is relevant and substantiated.

Mark Band 2-Mid Level

(3-5 marks)

The candidate demonstrates reasonable knowledge and understanding of a range of
considerations in relation to the question; the material is generally accurate but at times
underdeveloped.

(4)

Some points may cover
more than one ‘issue’.

Legal issues:

+ DPA needs to be
followed or company
could be fined e.g.
Customers informed the
system is used
Data held for specified
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The candidate is able to apply their knowledge and understanding directly to the context time/reasons

provided although one or two opportunities are missed. Evidence/examples are for the Data kept secure

most part implicitly relevant to the explanation. + Cenlre is private property

The candidate makes a reasonable attempt to discuss the impact and most are showing s0 customers can choose

reasonable recognition of influencing factors. not to enter

There is a line of reasoning presented with some sitructure. The information presented is s Can be used to identify

in the most part relevant and supported by some evidence. people committing crimes
e.qg. theft, used as

Mark Band 1-Low Level evidence, make sure the

(1-2 marks) correct people are

The candidate demonstrates a basic knowledge of considerations with limited caught.

understanding shown; the material is basic and contains some inaccuracies. The
candidate makes a limited attempt to apply acquired knowledge and understanding to the

context provided. Ethical issues:

The candidate provides nothing more than an unsupported assertion. « Users feel safer because

The information is basic and communicated in an unstructured way. The information is they know any actions

supported by limited evidence and the relationship to the evidence may not be clear. are being monitored and
help/action will be taken

0 marks if needed

No attempt to answer the question or response is not worthy of credit + If users have not done
anything then there is no
reason to be

tracked/recorded so
should not impact them

= Users feels unsafe
because they are being
watched

s Users may be unaware
they are being recorded -
need to be informed, give
consent

« Users do not know where
the videos/data about
them and their
movements is stored/how
itis used - DPA
reference

Privacy issues:

+ Users may feel it is an
invasion of privacy

* Users are in a public
place and can be legally
recorded by anyone
anyway

* Users may feel like they
are being watched all the
time

* Users have not given
their permission to be
tracked

+ Users may not know the
system exisis
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softwara is replicated by a
rival comgpany

4 Mark Band 3-High Level 8 The fellowing is indicative of possible factors/evidence
(6-8 marks) AD2 | that candidates may refer bo but ks not prescriptive ar
The candidate demonstrates a thorough knowledge and | 15 (4) exhaustiva:
understanding of a wide range of considerations in a0z | Indicative Content:
redation to the question, the rmaterial is genarally 1b (4)
accurate and detailed, Legal issues:

The candidate ks able to apply lh.alr knowledge and + Copyright designs and patents act - can chack
undersianding directly and consisiently to the context far plagiarsm aulomatically and highlight posts
provided. Evidence/examples will be explcitly relevant e.g. videos or images
Io ihe explanation. , +  Data protection act - needs 10 make sure rules
The candidate is able to weigh up both sides of the are followed so that the Al algorithm doss not
discussion and Includes reference to the impact on all breach e.g. security
::'naa showing thorough recognition of influencing Chack that materials are all legal
clors. User has agreed the terms whan signi
Thene is & well-developed line of reasoning wivch is ﬂﬂu“:m, e
ciaar and loglcally structured. The informaition
presanied is relevant and substantiabed. Eihical issuss:
Mark Band 2-Mid Level +  Users may nol want everything they post
(3-8 marks) monitoring
+ May incomectly block users/posts
Can limit plagiarism
accurate but st times underdeveloped. Can make sure inappropratelilegal posts ane
The candidate is able to apply their knowledge and nat published
understanding direcily to the context provided although *  Website will need to tell users whal it is doing
e of bwe opporiunilies are missed. ) ) and they must agree with it
Evidence/examples are for the mast part implicitly *  Record of monitoring reparts may be stored and
radevant lo thn explanation. usad for ether means
Th_a candidate makes a reasonable attempt to + Users may feel safer using the website becausa
discuss the impact on most areas, showing they know inappropriate materal will not be
reasonable recognition of influencing factors. published
Thare iz & line of reasoning presaendad with soma
structure. The information presanted is in the most part
relevant and supporied by some evidence. Privacy iSsiues:
Mark Band 1-Low Lavel * LUsers may feel like they ara being watched all
{1-2 marks) the tima
The candidate demonstrates a basic knowledge of = Terms and conditions may sign away their rights
considerations with Emited understanding shown; tha to privacy whan using the websita
material is basic and containg some inaccuracies. The + People eler a computer analysing their
candidale makes a limited alternpl 1o apply acquired mﬂ ﬂ::‘s"p:;mﬂ reading tham veing
knowledge and understanding to the context provided.
The candidate provides nothing more than an
unsupported assertion,
The infarmation & basic and commanicaled in an
wnsiruciered way. The information is supported by
himited evidence and the relationship to the evidence
may nof be clear.
5 e} 1 mark for sach row 5
The Data Computer DE H“““':“::d
Event Protection Act | Misuse Act | o@0s S5
(2018) {1980) (1988)
& company lransmits o
persocnal data to anather
company withaut the
individual's permission
A school publishes heir L
studen(s addresses on the
school wabsie.
The irerface lor 8 pedce of ¥

A usaer leaves a compuier

A sledent guesses heir
tagcher's pasawond and
BtEedsing compuler account
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SAMPLE

Action Capyright
Designs and

Patents Act 1988

Computer
Misuse Act
1990

Protection Act
1994

Using a photure for the
law comgany’s mew

logo withoul the ¥
original crealor's
pErmission

A secrotary accessing
a lawyer's parsonal vy
email acoount without
permission

Making a copy of the
latest Hallywood o
blockbuster movie and
sharing it with & clant

Bloring customar dala
insacunaly

A lawyar ingtalling a
key logger on the v
sacrelary’s compuber

Salling ceni's

personal data io a
markeling company v
withowd their

parmission

B
(AD1 1b)

1 rrarks for @ach ok in the oomecl box.

0 marks for & row with more than one
lick,

Mark Band 3 — High Level

(BB marks)

The candidate demonstrates a thorough knowledge and understanding of a wide
range of considarations in relation to the question; the material is generally
accurate and detailad.

The candidate is able to apply their knowledge and understanding directly and
consistently to the context provided, Evidencalexamples will be explicithy
relevant to the explanation.

The candidabe is able bo weigh up both sides of the discussion and includes

reference to the impact on all areas showing thorough recognition of influencing
faclors.

Thems is 8 well-developed line of reasoning which is clear and logically
slruciured. The informadion prasenied s relevan! and subslanfisded.

Mark Band 2 - Mid Lewvel

(3-8 marks)

The candidate demonsirates reasonable knowledge and undersianding of a
range of considerations in relation bo the queston; the malerial i generally
accurate but ai times underdevelopad.

The candidate ia able ta apply thair knowledge and understanding directly io the
conbext provided although one or fwo opporfunities are missed,
Evidence/axamples are for the most part implicithy rebevant to the explanation.
The candidate makes a reasanable attemnpl to discuss the impact on mast
arpas, showing reasonable recognition of influencing factors.,

Thavre is & line of reasoning presenied wilh some structue,  The information
presanied (g in the most part relevant and supporfed by some evidence.

Mark Band 1 — Low Level

{1=2 marks])

The candidate demonsirates a basic knowledge of considerations with limied
understanding shown; the malerial s basic and conlaing sorme inacouracies.
The candidate makes a limifed attempd o apply acguired knowledge and

ADZ 1a [4)
ADZ 1b (4)

Tha follonwing is indicalive of possible
faciorafevidence that candidatas may
refar o but is not prescriptive or
ouhaustive:

Indicative Content:

Can adversely afect people in this
country and abroad:

o health isgues

o financially

o Socaly

o culturally

Cultursl issues
Desiraineed to own newest device
« _.0ofit in with peers
May have new lealures thal users
raquire for workfleisure

The type of devicas that are
disposad of

*  Muodem phones poordy designed fior
durability
Phones’ hardware ol
upgradeabla/replacealbls
Relerence 1o e-washe (people
disposa of their devices in landfill
aven |f hey ane in good working
arder}

+  Some equipment is also sent
abroad o be disposed of
Leads bo excessive landfill (n this

country andior abrosd, e.g. Alriea
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understanding fo the context provided. and Asla)

The candidate provides nothing more than an unsupported assertion. = Toxic wasie redeased into land,
ground water, air (in this couwntry

The information is basic and communicaled in an unsiructwed way. The andior abroad, e.g. Africa and Asia)

information /s supported by fmited avidance and the relationahip fo the evidenca = ‘Waste of resourcas

may naf be clear. *  Precious matals in phones

0 marks Elhical issues

Conlribules to ill health
Contribulas (o e digital divide
Conlribules 1o sockal divide
Problem of confidential data stoned
an the devices

Puls social pressure on panenls o
pay for their children 1o upgrade
Fuls social pressure on lhe publbs
o upgrade

Can lead to bullying of those who
cannol afford the latest echnology
Phone manufaciurers inlentionally
designing fragile phonas so they
need 1o b replaced more oflen
High cosl of new devicas.

Ho attermpt to answer the gquestion or response is not worthy of credit
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benefit &.g. other people can improve the program

drawback &.g. cannol charge a fea /' othar can use her code

Heed 1o be benafit/drawback
io developer

1 mark per bullet to max 2 e.g.
+  old devices may just ba thrown
= increasing pollulion | e-washe
# . that will not degrade
o e Bquipment uses up nalural resounces
=  pew aguipment increases distribution pollution
+ new devices may run more efficiently
-

other people can use the old ones second hand instead of more
resources baing used

1 mark per bulket to max 2 a.g.

people may feel their devices are out-of-date

incraased cost

social pressure fo keep up-to-date

incredse digital divide

more second hand bacome availabla

... for people who cannot afford new technology

* Increase employment where the devices are being built

L B

Mark Band 3-High Level

(6-8 marks)

The candidate demonsirates a thorough knowledge and undaerstanding of a wida
range of considerations in relation to the question; the matenal is generally
accuwrate and detailed.

Thi candidabe is able o apply their knowledge and understanding dineclly and
consistently to the context provided. Evidence/exarmples will be explicitly relevant
to the explanation.

The candidate is able to weigh up both sides of the discussion and includes
reference 1o the impact on all areas showing thorough recognilion of influencing
factors.

There is & wel-deveioped line of reasoming which is clear and logically
shructured. The information presented [s redevant and substantiated,

Mark Band 2-Mid Level

[3-5 marks)

The candidate demonsirales reasonable knowledge and understanding of a
range of considerations in relation to the question; the materal is generally
accurate but at times underdevelopad.

T candidate is able 1o apply their knowlesdge and understanding direclly bo the
contexd provided although one or bwo opporunities are missed.
Evidenceiexamples ang for the most part implicitly rebevant 1o the explanation.
The candidate makes a reasonable atlermpt to discuss the impact on most aneas,
showing reasonable recognition of influencing factors.

Thera iz a line of reasoning presanted with some siructure. The information
presermied i5 i the most part relevan! and supporied by Some ewdenog.

ADZ 1a
(4)
ADZ 1b
(4)

The following is indicative of

possible factors/evidence that

candidates may rafer to but is

not prescriptive or

exhaustive:

Indicative Content:

Ethical

*  Prasswre 1o have the best
denices

= Some students may not
heve devices
Liability for use
Shedents are not working
an a evel playing feld

Legal
responsibility for damage

»  may not have restriclions
e.g. child salaty

Brivacy

»  Stedents may have
internat traffic monioned
in school

*  School may wish bo install
software on students’
devices

= Shedants may usa
Camerds on devioes o
record ather students.

'1m|ﬂ:'rntmh

Copyright Designs and Patents Act
Computer Misuse Act

Freadom of Information Act
Computer Misuse Act

Diata Protection Act ¥ GDPR

Al minar BIFOFS in NAMES
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4 Mark Band 3-High Lewvel B Thia following is indicative of
(E-8 marks) AD21a (4) | possible factorsfevidence that
The candidate demonstrates a thorough knowledge and understanding of | AO2 1b (4} | candidates may refer io but is
a wide range of considerations in relation to the question; the material s noi prescriptive or exhaustive:
generally accurabe and delailed, Indicative Content:

The candidate s able 1o apply their knowledge and understanding directly Ethical

and consistently to the context provided. Evidence/examgles will be * Raeplacing people with
explicitly relevant to the explanation. machinas

The candidate is able toweigh up both sides of the discussion and = Loss of jobs

includes reference to the impact on all areas showing thorough «  Community will suffer
recognition of influencing faclors. *  Work will be completed
There Iz a well-developad ine of reasoning which ls clear and logicaly faster

struciured. The informalion presanted iz relevant and subsianiiahead s May find a cure faster
el *  More reliable calculations
(3-5 marks) ) Save more lives

The candidate demonsbrates reasonable knowledge and understanding of

a range of congiderations in relation 1o ihe question; the matenal is Legal

generally accurate bul &t imes underdeveloped. * More secure than peopie
The candidate is able to apply their knowledge and understanding directhy :

seeing personal data

io the confext provided although one or two opportunities ane missed. « May be at risk if not backed

Evidence/examples are for the most part implicity relevant o the
SHpim—on. : be at risk of threats
The candidale makes a reasonable altempl 1o discuss the impact on most * . :TI e -

areas, showing reasonable recognition of influencing factors.
There is a line of reasoning presented with some struciure. The * Who is responsible if there

informalion presenfed is in the most part redevand and supporied by some B e

avidenca,

Mark Band 1-Low Level Sulturg|

[1-2 marks) +« [Removal of people from
The candidate demonstrates a basic knowledge of considerations with workforce

limited understanding shown; the material is basic and contains some = Change in demand for
inaccuracies. The candidale makes a limided attempt io apply acguired skills

knowledge and understanding to the conbext provided, *  Neod people 1o manage
The candidate provides nothing more than an unsupported assartion. the hardware/sofware
The information is basie and communicated in an unstructuned way, The instead of madical
informalion iz supported by limifed evidence and the relationzhip fo the expertise

ewvidence may not be clear. = Skills may be lost

0 marks

Mo atlempl 1o angwar the question or response & nol worlhy of credit
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B a 1 mark per bullat s *  Could be read as sl
Benafils of nol providing phiysical copies e.g. AC2 1b (2) physically craating but not
= Lessino plastic/papentaw materials used in manufacture I no need pufting in shops.

for packaging /! kess waste
= Lass elecitrical powar neaded to manufaciure = [k nol accepl mone use
* Mo petrol used io distribute/collect of computers/electricily 1o
+ ...smaller carbon feotprint download,
* Fewer disks need to be manufaciured
« [Fewer factory emissions f less pollution
o Old versions will be thiown away

Drawbeacks of slill creating & physical copy (sold online) a.g.

*  Plastic/paper &g used n rmanufachune

* [ncrease in waste

+ (Oid varsions will ba thrown away

= Uses peirol / creates emissions to distribute

B b 1 miark per bullet to max 2 for justification 2 * Accept in reverse for why

= She can sell it for a fee ADZ 1b(2) OpEn source is not
+ [Protects/copyrights her source code appropriate, but do nof
= .50l can'l be copdimodified/redistributed award sarme MP twice
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THANK YOU!
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